
RANSOMWARE

Ransomware –– software that holds computer systems hostage until a ransom is paid –– is spiking internationally with often surreal impacts on crucial institutions. These attacks are shutting down hospital emergency rooms, triggering resource shortages and concerns of a global food shortage and placing countless pieces of private information belonging to consumers in the hands of criminals. While institutions and governments typically refuse to negotiate with terrorists, hacked institutions typically respond with negotiation, ultimately paying ransoms in the cases of stolen personal information -- a practice that many say continues to fund the criminality. 

We've obtained through a hacktivist group called DDoSecrets a cache of XXXx documents mined from the dark web that contain sensitive personal and confidential corporate information belonging to individuals, companies, governments, large international corporations, small local businesses, local governments, hospitals, public utilities and more. Much of this material is U.S.-focused, although we have been mining a lot of sensitive Canadian records as well. For example, we have examined payroll and personal tax filings belonging to 50 Canadians employed by a U.S. pharmaceutical firm. 

Here's a sampling of the larger set of records contained in the leak which have yet to be thoroughly examined. Some of these leaks have been superficially reported in tech publications based on press releases or tips. But there has been little in the way of examination of the original records, their contents or the long-term implications on customers, companies or institutions. 

1. The Texas Department of Transportation was hit with a ransomware attack in 2020.
2. Multiple counties and institutions in Florida, including Dade County, were hit with ransomware attacks in 2020 
3. Westech International is a firm in New Mexico with offices across the U.S. which has contracts with the Department of Energy and the Department of Defense. They do testing and evaluation on ballistic missile programs, military satellite logistics, cyberwarfare training and systems maintenance.
4. “Innotech” is likely Innotech-Execaire Aviation Group, an aviation group headquartered in Montreal which was hit by a ransomware attack in 2020 as reported by MAZE. According to the company's website, they have served "the Aviation Community for both civilian and military customers, throughout Canada, the United States, and in many other parts of the world since 1955."
5. Bouygues Construction is a French construction company but Canadian servers were reported to have been affected. In 2020, the company obtained a $500-million contract to construct the Pawtucket tunnel in Rhode Island.
6. “Atlas” may be Atlas Machinery, a Toronto tools and machinery retailer that was reportedly hit by Maze. The attack was not reported in the news. The firm ships construction equipment around the globe and has customers in the United States.
7. Critical Control Energy Services which is an oil and gas data company based in Alberta which has offices across the United States
8. AVI-SPL is a Tampa-based IT Company offices around the world
9. BetUS is a privately-held online sports gambling company based in Costa Rica that has massive presence in Canada and the U.S.
10. Chubb Limited, operating in 54 countries, is the world's largest publicly-traded property and loss insurance company and one of the leading commercial insurers in the U.S.
11. South Korean-based LG electronics, MAZE claims they secured US operations including AT&T
12. Lipoid Kosmetik, a Swiss beauty manufacturer, which has offices and customers in the U.S.
13. MaxLinear is an American hardware company that specializes in radio-frequency and semiconductor microchips

Disclaimer:

These records have been downloaded directly from the dark web. There is no guarantee that they are safe. Extreme care and caution must be exercised when downloading and analyzing these documents. We have established our own strategy, which includes using an air-dropped computer that has never been connected to the internet, as the first point of contact for the documents. After they have been cleaned and vetted for malware, someone from our team physically downloads them onto a USB drive and uploads them to a secure file sharing service that only a few members have access to. 

These are sensitive legal documents and a thorough understanding of ethical and legal obligations is required. We can discuss this element further if there is interest in this story.

In addition to the leaked records, we have been speaking with lawyers, privacy experts and negotiators who specialize in responding to ransomware attacks. They have walked us through the scenarios and tick-tock of these incidents, how companies and organizations typically respond, the step-by-step negotiations over ransom payment and what impacts the crucial decision over whether to pay or not. It is fascinating, cloak-and-dagger narrative material.

To date, this project has also analyzed previous ransomware attacks on Canadian institutions to create a database of 200 Canadian ransomware attacks and data breaches, and the outcomes of such attacks, including ransom  payment. While only a fraction of these incidents are ever reported, the exercise has provided great detail and insights for understanding the problem and its scope. 

Preliminary analysis of the 200 cases of ransomware attacks in Canada show encrypted and stolen data belonging to more than 15 million Canadians since 2017. Sophisticated cyber criminals have targeted businesses of all sizes, healthcare, governments and critical infrastructure, collecting hundreds of millions of dollars in ransoms for the return of stolen data. In other cases, their thefts have caused companies, governments and non-profit organizations to divert huge resources to the problem — which can often help fuel it. 







